Modn. u dama

B3am. uHb. NO

KB N° dydn

Modn. u dama

1B, N° nodn

Q PAOWYC IT 000 "PALMYC ANTH"

[pozpammHbIl komnneke « SCADA ELEUM®»
(MK «SCADA «ELEUM®»)
WHCcmpykuusa no ycmadobke

Bepcus 2.0 om 05.05.2023

| | C —ir
——— =71 1 11
1 T T Tt e




[odn. u dama

B3am. unb. N°

Mub. NO dudn.

Modn. u dama

Mub. N° nodn

WHcmpukuus no ycmaxobke npozpamMHozo komnnekca «SCADA «ELEUM®»

[laHHas uHCcmpykuus npedcmabnsem codou  pykobodcmbo dng

npozpaMMHo20 KomMnnexkca «SCADA «ELEUM®».

MuHuManbHeie cucmeMHele mpedoBaHus k annapamHeiM cpedcmbam

Odbem onepamubHou namamu

BcmpoenHas cucmeMa XpaHeHus

BHewHsis cucmeMa xpaHeHus (00beM
paccyumsibaemcs omdensHo b 3abucuMocmu om
konudecmba odpadambibaeMbix daHHbIX)

Xapakmepucmuku npoueccopa

[opmel

[odknioveHue K odopydobaHuio
(yyedHomy cmendy) no cemu

[locmyn « Internet 4epe3 nopm 8443

MuHUManbHLIe mpedobaHus™

ODRL 8 Gb

2570
SAS 10k

adMuHUCMpamopa no - ycmadobke

B MUHUMQNbHOU KOH(U2ypauuu He oBa3amensHo,

B cny4ce npumeneHus Brewneld X1 -
SAS/SATAHDD 7200rpm + SASHDD 10k unu
SASHDD 15k unu SASSSD

Tun nodknip4eHus Brewned (XM — FC
Konusecmbo npoueccopob — 1 wm;

Konuysecmbo qu3sudeckux sdep b kaxdoM
NPOUECCope — He MeHee L wm;

Yacmoma — He MeHee 2 [u;

Ethernef x 2

[la

[la

[lpozpamMMHoe oBecneyeHue:

OnepauuoHHas cucmema:
Tun oNepauuoHHOU CUCMEMb:
Cepbep bll:

Cepbep npunoxeHus:

BupmyansHas MawuHa:

Linux (Debian)
6k
PostgreSQL 12
Wildfly 16.0.0
Java EE 8
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Ycmaobka npozpammHo20 odecneyeHus Ha cepbep

Meped ycmarobkol npozpammHozo komnnekca «SCADA «ELEUM®» Ha cepbep, HeodxoduMo ycmaHobums
00HY U3 Cnedyioulux ONepauucHHsIX cucmeM cemeucmba Linux:

e [ebian:
e Ubuntu;
e Asfra Linux.

[lanee HeodxoduMo BeinonHumb Cnedyowue deucmbus:

1. (kosamb  ducmpudymubel  npozpammHozo  koMnaekca  «SCADA - «ELEUM®»  no  ccwinke:

https://cloud mail.ru/public/KmfJ/KoKHeyGTM,
2. (konupobams Bce gadnsl u3 ckadaHHozo apxuba B nanky /home/u/SCADA/:
3. (o3damb nonb3obamens sisadmin ¢ npabamu sudo:

sudo useradd sisadmin
sudo passwd sisadmin
sudo usermod -aG sudo sisadmin
L. Ycmaxobums CYBI postgresal 12
sudo su

echo deb https://download.astralinux.ru/astra/stable/17_x86-64/repository/ 17_x86-6L main
contrib non-free > /etc/apt/sources list

echo deb http://download.astralinux.ru/astra/frozen/17_x86-64 /171.2 /repository-base/ 1.7_x86-
64 main contrib non-free >> /etc/apt/sourceslist

echo  deb  hitps://downloadastralinux.ru/astra/frozen/17_x86-64/17.2/repository-main/
17_x86-64 main contrib non-free >> /etc/apt/sourceslist

echo deb  https://download.astralinux.ru/astra/frozen/177_x86-64/171.2 /repository-update/
17_x86-64 main contrib non-free >> /etc/apt/sourceslist

echo deb https://dlastralinux.ru/astra/stable/17_x86-64 /repository-base/ 17_x86-64 main
contrib non-free >> /etc/apt/sources list

echo deb http://repo.postgrespro.ru//pgpro-archive/pgpro-12.2.1/astra-smolensk /16 smolensk
main >> /etc/apt/sources list

apt update

apt install ca-certificates

apt update

apt install -y wget gnupg? Il apt-get install -y gnupg

wget http://ftp.de.debian.org/debian/pool /main/i/icu/libicu57_57.1-6+deb9uk_amd6k.deb
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apt -y install ./libicu57_* deb
wget -0 - http://repo.postgrespro.ru/keys/GPG-KEY-POSTGRESPRO | apt-key add -
apt update
apt -y install postgrespro-std-12
/opt/pgpro/std-12/bin/pg-setup initdb
/opt/pgpro/std-12/bin/pg-setup service enable
e Hacmpouka BHewHezo docmyna K bl
sudo nano /var/lib/pgpro/std-12/data/postgresgl.conf

e b cmpoke #listen_addresses = ‘localhost’ 3aMeHumb Ha listen_addresses =

sudo nano /var/lib/pgpro/std-12/data/pg_hba.conf

e 0 zpage "# IPvL local connections:” cmpoky:
e host all all 127.0.0.1/32 md5

® U3MBHUMb HQ:

e host all all all frust

systemctl restart postgrespro-std-12
service postgrespro-std-12 start

exif

5 YcmaHobums java bepcuu 8
sudo su
wget http://archive.ualinux.com/deb/pool /all/ualinux/ualinux-repository-all.deb
apt -y install ./ualinux-repository-all.deb
apt update
apt -y install apt-transport-https ca-certificates oracle-java8-set-default

exif

6. nocne nodzomobku onepauucHHoU cucmemsl u cepbucob HeodxoduMo Ckonupobambs kamanozu u3
apxuba b kamanoz /home/u/SCADA/;
7. B kamanoz /opt nepemecmums 3 kamanoza jdk, mrsk, SSL Certificates:

sudo mv /home/u/SCADA/jdk/ /opt/
sudo mv /home/u/SCADA/mrsk/ /opt/
sudo mv /home/u/SCADA/SSLCertificates/ /opt/
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e B kamanoz /home nepeMecmumb KOMAN0Z NEwise
sudo mv /home/u/SCADA/newise/ /home/

sudo  rm  /home/newise/wildfly-16.0.0.Final/standalone/deployments/maintenance_system-10-
SNAPSHOT ja*

8. b kamanoz /etc nepemecmums kamanoz wildfly:
sudo mv /home/u/SCADA/ wildfly/ /etc/

9. B kamanoz /usr/lib/jvm nepemecmums kamanoz java-8-openjdk-amd6k:
sudo mv /home/u/SCADA/java-8-openjdk-amd6Lt/ /usr/lib/jvm/

10. b kamanoz /etc/systemd/system nepevecmums adnsl kafka.service, zookeeper.service,
wildfly service:

sudo mv SCADA/* service /etc/systemd/system/

11 nocne konupobaHus Bcex paunob Heodxoumo BeINOAHUMb HOCMPOUKY:
e (o03damb simlink Ha kamanozu:

sudo Ln -s /home/newise/wildfly-16.0.0.Final /home/newise/wildfly
sudo ln -s /usr/lib/jvm /usr/lib/jvm/java-18.0-openjdk-amd6k
sudo (n -s /home/newise/kafka_213-2.8.1 /home/newise/kafka

e 3udamb npaba ong bcex kamanozob
sudo chmod -R 777 /home/newise/ wildfly
sudo chmod -R 777 /usr/lib/jvm/java-18.0-openjdk-amd6k
sudo chmod -R 777 /home/newise/kafka
sudo chmod -R 777 /opt/|dk

e (030amb 003y daHHbIX postgresal;
e 3ndamb napons “postgres” dns nonb3obamens postgres (3ns akmubauuu nonb3obamens):

passwd postgres
exit
Ssu - postgres
e (03damb bll ¢ npubaskou k nonb3obamenio

createdb postgresgl -0 postgres
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e 302py3ums damn (postgresql120122.dump) b cosdaHHy Ba3y daHHbIX:
e Ckonupobams adn postgresql120122.dump b kamanoz /tmp

sudo cp /home/u/SCADA/postgresql120122.dump /tmp/
e nepeumu nod nonb3obameneM postgres:
Su - postgres
e (03damb 0a3y daHHbIX postgresql:
createdb postgresgl
e BLINOAHUMbL KOMOHOY NO 302py3ke damna:
psql postgresql < /tmp/postgresql120122.dump
e nodknip4umbCa K bII:
psql postgresal
e npobepums pasmep bll:
SELECT pg_size_pretty(pg_database_sizelcurrent_databasel)));

e nepeumu odpamHo no roof:

\g

exif

12. BwinonHumb 3anyck cepbucob u dodabneHue ux b abmo3anyck
systemctl start zookeeper
systemctl start kafka
systemctl start wildfly
systemctl enable zookeeper
systemctl enable kafka

systemctl enable wildfly

13. Mocne BeinonHeHHbIx deucmbuu HeodxoduMo Nepe3azpy3umsCs

sudo reboot now
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1L Tocne nepe3azpy3ku npobepums, Ymo Bce cepbuckl 3anyuieHs:

sudo systemctl status zookeeper wildfly kafka | grep -P *service -IActive’

15. Omkpeimb Bpay3ep u BeNoAHUMb 302py3Ky KOH(U2yYpauuU:

https:// ip-adpec:8L443/application-web/conf /uMa_koHduzupauuu/start

https:// ip-adpec:8L443/application-web/app/uMa_KoHbu2upauuu

20e Ip-adpec — IP adpec cepbepa, Ha komopeIU Npousbodumcs ycmaHobka, a umMa uMaA_KoHGU2upauuu —

UM KOHGUZUpauuu.
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16. Mocne omkpeimust cmpaHuubl abmopu3auuu (PucyHok 1),

BBeauTe WMA NONL3OBATENA W Naponb

PucyHok 1

Heodxodumo Boumu B MK «SCADA «ELEUM®», ykasah b none «MMa y4emHol 3anucu» - «2» (de3
kabbiuek), b none «Maponb» - makxe «2» (8e3 kabbivek) - PucyHok 2.

S ELEUm 1 _Ofiaop
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Mub. NO dudn.
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PucyHok 2

==_-= MK «SCADA «ELEUM®». MHcmpykuus no ycmaHobke
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Mub. NO dudn.
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Ycmaobka npozpammHo20 odecneyequs Ha padoyyio cmaHuul nonb3cbamens.
Ha nepcoHansHoM kKoMnbiomepe nonb3obamens donxHo Beimb YycmaHobneHo Cnedyiouee NPoZpamMMHoe
odecneyeHue:
1. OnepauuoxHas cucmema (Windows unu Linux);
2. MNocnednas Bepcua dpaysepa Google Chrome.
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